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There is broad international concern regarding an increasingly automated kill-chain in the use of force
and the conduct of hostilities. This includes more general reliance on the use of Artificial Intelligence
(Al) in military decision-making as well as the development of autonomous weapon systems, which
raise many ethical, legal, humanitarian and security questions. This paper offers recommendations for
due diligence policies and engagement practices by financial institutions to prevent them from
contributing to a world in which machines are making decisions over life and death.
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Introduction

There is broad international concern regarding an increasingly automated kill-chain in the use of force and
the conduct of hostilities. This includes more general reliance on the use of Artificial Intelligence (Al) in
military decision-making as well as the development of autonomous weapon systems, which raise many
ethical, legal, humanitarian and security questions.

Weapon systems are increasingly enabled to use computer programming and sensors to identify and
select targets, edging closer to machines making decisions over whom to kill without meaningful human
control. At the same time, Al is being used in multiple ways in the security and military domain, for
example for decision support systems that can produce large amounts of targets in a limited amount of
time. This makes meaningful human control in target selection questionable and increases risk of bias,
error and ‘accidentally’ harming unlawful targets.

These technological developments make it imperative for both regulators as well as producers to stick to
the fundamental principles of humanity, to ensure compliance with international law and to reinforce
where the boundaries lie.

As key stakeholders, financial institutions have the ability and the responsibility to mitigate these risks.
This paper offers recommendations for due diligence policies and engagement practices by financial
institutions to prevent them from contributing to a world in which machines are making decisions over life
and death. This includes guidance on investment policy as well as engagement with companies engaged in
autonomous weapon systems and the automated systems for the use of force, such as decision support
systems.

The first part of this briefing paper introduces the concerns around the use of Al and automated systems
for the use of force and the need for norms to address these concerns. The second part of the paper goes
specifically into the role of financial institutions in their capacity as finance providers to, or investors in,
the companies (at risk of being) involved in the development of autonomous weapons, and military use of
Al more broadly.



1. Artificial Intelligence and automated systems for the use of
force

Artificial Intelligence (Al) can make a positive contribution to our societies, from healthcare to personal
applications, such as navigation apps. There are also uncontroversial uses of Al and robotics in the military
domain, for example for logistical purposes. However, the development and use of autonomous weapon
systems, and the use of Al for the use of force, for example in decision support systems, raises serious
concerns.!

1.1 Autonomous weapon systems (AWS)

Autonomous weapon systems are weapon systems that can select and engage individual targets with little
or no human interference: the decision to select a target and deploy force is delegated to a machine. The
development and use of such weapons is fundamentally changing the way war is conducted and has been
called the third revolution in warfare, after the introduction of gunpowder and the atomic bomb. While
international pressure to regulate autonomy in weapon systems is mounting, technological developments
around autonomous weapons are moving at a rapid pace.

1.1.1 Concerns

There are multiple ethical, legal, humanitarian and security concerns about the development and use of
autonomous weapons. These include, but are not limited to, the following?:

° Ethical concerns: It is deeply unethical and a violation of human dignity3 to reduce an individual
to a collection of data entries and to delegate decisions over life and death to a machine or algorithm. It is
also fundamentally unethical to subsume the morally weighty act of applying force under the smooth logic
of workflow management.

° Legal concerns: Autonomous weapon systems that function without meaningful human control
have an increased risk to be incompatible with international humanitarian law. Humans must make the
legal determinations for attacks, not machines, ensuring accountability and compliance with principles of
distinction, proportionality, and precaution.

° Security concerns: Autonomous weapons lower the threshold to use force and reduce the
incentive for political solutions to avoid or end conflicts. They may lead to accidental wars and rapid
escalation of conflicts. The rapid proliferation of this cheap technology further increases the risk of an
arms race and related violence spinning out of control. Autonomous weapons present the dangerous
illusion that wars can easily be won.

° Humanitarian concerns: Al-enabled targeting and use of force in complex environments amongst
others risks unpredictable behaviour, the likelihood of not distinguishing between civilians and
combatants, rapid conflict escalation, the hyper-scaling of target identification and restricting human life

1 Autonomous weapons are also referred to as Lethal Autonomous Weapon Systems (or LAWS, as mostly used in UN discussions), or fully
autonomous weapons or killer robots. While they are broadly referring to similar weapons, they can have slightly different meanings with
regards to their lethality as well as the level of meaningful human control.

2 See also: https://www.stopkillerrobots.org/stop-killer-robots/facts-about-autonomous-weapons/

3 see for example: Human Rights Watch, “A Hazard to Human Rights;

Autonomous Weapon systems and Digital Decision-Making, Chapter IV, (2025), available at:

https://www.hrw.org/report/2025/04/28 /hazard-human-rights/autonomous-weapons-systems-and-digital-decision-making and Encyclical
letter Magnifica Humanitas of His Holiness Pope Leo XIV “On Safeguarding The Human Person In The Time Of Artificial Intelligence”, May
2026, available at: https://www.vatican.va/content/leo-xiv/en/encyclicals/documents/20260515-magnifica-humanitas.html.
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to a set of data points - all causing humanitarian concerns. Moreover, this may restrict the ability of
affected populations to access essential services or the evacuation of the wounded and sick4

These concerns have long been shared by many in the robotics5 and tech sector$, academia and the
international community. For example, in 2018 over 160 Al-related companies and organizations pledged
to never develop, produce or use lethal autonomous weapon systems. At the same time, companies such
as Google have since abandoned? such a policy, which underlines the need for clear international
guidelines, moving away from solely voluntary industry initiatives.

Since 2014, diplomatic discussions on autonomous weapons have taken place under the UN Convention
on Certain Conventional Weapons (CWW). These discussions could enter a negotiating phase on a legal
instrument at the Review Conference in November2026. At the UN General Assembly in 2025, 156 states
voteds? for a resolution calling on the CCW to complete the set of elements for an instrument being
developed “with a view to future negotiations” (with only 5 against and 8 abstaining). UN Secretary-
General Guterres has repeatedly called autonomous weapons “politically unacceptable and morally
repugnant” and has called for a ban on lethal autonomous weapon systems.? Similarly, the International
Committee of the Red Cross believes that “life-and-death decisions cannot be delegated to sensors and
algorithms. States must ensure that the weapons they are developing and investing in comply with
international humanitarian law”.1% This opposition is also voiced by military experts. As Jack Shanahan, the
retired US Air Force General who was the first Director of the Pentagon’s Joint Artificial Intelligence Center,
for example puts it: “"No LLM, anywhere, in its current form, should be considered for use in a fully lethal
autonomous weapon system,”, referring to Anthropic’s Claude and other Al tools.

1.1.2 Drawing the line: meaningful human control over the use of force

Stop Killer Robots, the international civil society coalition of which PAX is a co-founder and steering
committee member, seeks to counter threats to humanity and human dignity through the adoption of
new international legal norms to prohibit and regulate autonomous weapon systems. We support the
development of legal and other norms that ensure meaningful human control over the use of force,
counter digital dehumanisation, and reduce automated harm.

At the time of writing, there is no international treaty yet, and as such no internationally agreed definition
of what an AWS is, what exactly meaningful human control means, and what other problematic Al-
enabled systems are. Clearly, this shouldn’t stop investors from carrying out their due diligence and
upholding their own obligations and guidance.

The international Stop Killer Robots campaign calls for prohibitions of autonomous weapon systems that:
e Do not allow for meaningful human control.

Meaningful human control requires that a person can make a moral and legal judgement on the effects of
an attack, and fulfil their obligation to apply the law. It also means there is a human user who is morally,
and legally, responsible for the effects of an attack.

4 Whilst certain states have asserted the potential benefits of these technologies for improving the protection of civilians in armed conflict,
the pattern so far has been towards an increased volume of attacks with scant human evaluation.” https://article36.org/updates/ai-based-
targeting-in-armed-conflict/

5 https://www.stopkillerrobots.org/news/robotics-industry-takes-a-stand/

6 https://futureoflife.org/ai/killer-robots-worlds-top-ai-robotics-companies-urge-united-nations-ban-lethal-autonomous-weapons/

7 https://www.bbc.com/news/articles/cy081ngx2zjo

8 https://www.stopkillerrobots.org/news/156-states-support-unga-resolution/
9 UN Secretary General, “Press Release”, (2025), available at: https://press.un.org/en/2025/sgsm22643.doc.htm.

10 https://www.icrc.org/en/statement/icrc-president-world-cannot-afford-limitless-war
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e Target humans.

We reject the automated killing or harming of people.

The international Stop Killer Robots campaign calls for regulations of other autonomous weapon systems:
e To ensure autonomous weapons will be used with meaningful human control.

The functioning of the weapon system for example should be understandable, reliable and predictable, and
there should be limits on the time and space of operation of the weapon system.

1.2 Al and automation for the use of force - decision support systems

PAX and Stop Killer Robots are also increasingly concerned about the use of Al and automation in the use
of force. Reports about the use of decision support systems such as Gospel, Lavender and Where’s Daddy
emerged over the course of Israel’s genocidal military actions in the Gaza Strip since October 2023.11

Evidence is mounting of the use of Al in the kill-chain by militaries, as are reports of its link to serious harm
to civilians and their protected civilian infrastructure. Al tools are increasingly integrated into the military
‘kill chain’ of target identification and attack. Al enables conflict parties to accelerate the speed and scale
of military operations, as well as the resulting pace of destruction and casualties’2.

1.2.1 Concerns

e Decision support systems?!3 that suggest strike targets (people and objects) based on the unlawful
processing of surveillance and other data, contribute to the risk of lack of meaningful human
control over decisions over the use of force.

e There are serious risks that humans would over-trust the recommendations of such decision
support systems (automation bias) and may become over-reliant on automated systems without
an understanding of how the recommendations were generated.

e The desire for increased speed can limit the users’ cognitive engagement with the decision
making.

e These systems can also create an accountability ‘smoke screen’ regarding who would be
responsible if the recommendations lead to violations of IHL.1* Altogether this raises significant
concerns regarding the actual level of human control.

e Moreover, increased speed of target generation and engagement can lead to rapid conflict
escalation and reducing human life to a set of data points.

1.2.2  Alin the military domain

In December 2025, United Nations General Assembly (UNGA) Resolution 80/58, titled "Artificial
intelligence in the military domain and its implications for international peace and security," was adopted.
It affirms the applicability of international law to military Al and mandates ongoing intergovernmental
exchange. The resolution was adopted by 167 member states, while 5 states voted against and 5 abstained
from voting.?> The resolution is an acknowledgement of the specific opportunities and risks posed by the
use of Al in the military domain and asks member states to explore the opportunities and security risks of
military Al, with a specific focus on applications outside of Lethal Autonomous Weapon systems (LAWS).

11 hitps://www.972mag.com/lavender-ai-israeli-army-gaza/
12 https://www.bloomberg.com/news/articles/2026-03-05/us-military-relying-on-ai-as-key-tool-to-speed-iran-operation
13 https://usercontent.one/wp/www.autonorms.eu/wp-content/uploads/2024/11/AI-DSS-report-WEB.pdf?media=1629963761

14 What about Al-target recommendation/target-generation systems?’ https://stopkillerrobots.org/frequently-asked-questions/
15 https://digitallibrary.un.org/record/4095956?v=pdf
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2. The role of the financial sector

Financial institutions have both the ability and the responsibility to address human rights and international
law risks and humanitarian impacts connected to their investments. According to the UN Guiding
Principles on Business and Human Rights (UNGPs) and the OECD Guidelines on Responsible Business
Conduct?’, financial institutions, like any other company, have a responsibility to respect human rights and
ensure that they do not cause or contribute to adverse human rights impacts and in situations of conflict,
international humanitarian law. Financial institutions must publish a policy commitment in which they
commit to conducting human rights due diligence. This includes identifying and assessing human rights
impacts connected to their investments and services, taking action to prevent, end or mitigate these and
enabling or providing access to remedy to impacted rights holders. In case they are directly linked to
human rights impacts caused or contributed to by companies they provide financial services to or in which
they hold shares or bonds, they need to use their leverage on these companies to prevent, end, mitigate
and/or remediate these impacts. In their policy, it should also be clear that they expect investees and
clients to conduct their own human rights due diligence, including ‘heightened’ human rights due
diligence in situations of heightened human rights risks (e.g. in Conflict-Affected and High-Risk Areas
(CAHRA)).

Some financial institutions, e.g. ethical investment funds and banks, exclude the whole arms sector from
their investments. Many others exclude companies that are involved with developing or producing so-
called controversial weapons: weapons that have indiscriminate and disproportionate effects and are
often prohibited under international humanitarian law. These financial institutions convey that they do not
want to contribute to and benefit from the development and production of such weapons, generally
including antipersonnel landmines, cluster munitions, incendiary weapons and nuclear weapons.

Financial institutions relate to the issue of autonomous weapons through their financing and investment
decisions. Because of the legal, ethical, humanitarian and security concerns posed by weapon systems
that do not allow for meaningful human control, financial institutions should make sure they are not
facilitating the development or production of these systems. Even if a financial institution excludes
investments in the arms sector, they may still be linked to autonomous weapons through investments in
dual use products, or in tech companies collaborating with military industries. In recent years, as part of
huge investments made in the area of military uses of Al and increasingly autonomous weapons, and the
potential dangers this may contribute to, additional scrutiny is more urgent than ever before.

2.1 Take a stance: investor statement on regulating autonomous weapons.

In 2025 an investors statement!® was initiated by Stop Killer Robots and Etica Funds that calls on financial
institutions to take a stand against the digital dehumanisation and automated harm produced and
exacerbated by autonomous weapon systems and support the call for a new legally binding instrument.
Since its launch in September 2025, 62 institutions, with a combined AUM/AUA of over USD 250 billion,
have signed the statement??. As a first step financial institutions, as well as other investors, are welcomed
to join the investors statement, take a clear stance, and support the definition of an internationally

16 https://www.ohchr.org/sites/default/files/documents/publications/guidingprinciplesbusinesshr _en.pdf
17 https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/06/oecd-guidelines-for-multinational-enterprises-on-
responsible-business-conduct a0b49990/81f92357-en.pdf

18 Etica Funds and Stop Killer Robots, “Investor Statement”, 2025, https://www.stopkillerrobots.org/investor-statement-on-autonomous-

weapons/
19 Data as of 9 June 2026
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accepted regulatory framework as a baseline and level playing field, thereby enhancing market stability
and predictability.

2.2 Take action: drafting a policy to prevent investments in automated killing;
2.2.1 Scope of policy

We call on financial institutions to install and publish their investment policy on autonomous weapon
systems and the broader use of Al for the use of force. As diplomatic efforts move towards new
international law on autonomy in weapon systems, the financial sector should develop and implement
responsible investment policies mirroring elements that are at the core of these discussions with the goal
to ensure human control over the use of force.

These investment policies, which need to be publicly available, should explain the position and the steps
financial institutions take to ensure that they do not finance or invest in companies that develop, produce
and trade in key systems used for automated killing and dehumanization of people. Policies should include
a pre-emptive exclusion of new investment in companies that do not comply with the investment policy,
as well as an engagement process with existing investee companies that have or might become involved
with autonomous weapon systems and the automated systems for the use of force.

Investment policies should ensure the right screening mechanisms and engagement so that financial
institutions do not contribute to (uses of) Al such as decision support systems and autonomous weapons
that are not aligned with their core principles. Having clear and publicly available policies also contributes
to norm-setting standards which can have a positive influence on the behaviour of companies and can be
seen as support for states negotiating international legal standards to regulate Al and autonomous
weapons.

Financial institutions should ensure sufficient capacity to implement their policies, internally or through
external services. While information challenges are real, financial institutions should do everything in their
ability to counter these challenges. Unforeseen exposure, that goes beyond the ability to "know" falls
outside the responsibility of the financial institution, but the effort should be made to know whether
actual investments run counter to policies.

Furthermore, investors should report on a periodic basis on the implementation of their policies, the
progress achieved, and the challenges encountered, thereby enhancing transparency and supporting the
development of market best practices.

2.2.2 Elements to consider in policy
Financial institutions are recommended to consider the following elements in their investment policies:

e The policy should screen all companies at risk that their products and technologies will be used in
autonomous weapons and automated decisions over the use of force, including decision support
systems.

e The policy should be future proof: engagement with companies should take a principled
approach and not only focus on certain products or technologies that are available now but have
a focus against dehumanization of use of force and ensuring meaningful human control to
safeguard principles of human dignity.

e The policy should also cover dual use products and technologies: often technologies contributing
to DSS and AWS also have many non-military applications and not all these technologies will end
up being used in DSS, AWS or related systems. On the other hand, they cannot be developed
without these technologies. Therefore, a company’s product or technology is mostly of concern if
itis either:


https://docs-library.unoda.org/Convention_on_Certain_Conventional_Weapons_-Group_of_Governmental_Experts_on_Lethal_Autonomous_Weapons_Systems_(2025)/CCW_GGE_LAWS_-_Revised_rolling_text_as_of_12_May_2025.pdf

o specifically designed for AWS or the facilitation of autonomous selection and attack
of targets, or

o likely that the final product is an AWS or DSS for the purpose of facilitating the
autonomous selection and attack of targets.

e The policy should cover all investments (credits, share and bond holdings, private equity and
venture capital investments, other financial services) in companies that contribute to the
development, production or sale of autonomous weapons, or dehumanizing decision support
systems.

e Investors should engage at each stage of the product life cycle stage. They are advised to prioritize
companies that embed ethics and legality from inception. This rejects the notion of "retrofitting"
compliance after a certain system is already built or procured, and makes a company’s
involvement in any stage of the product life cycle less likely to occur.

2.3 Implement the policy: screening process

Different technologies, some of which may originally not have been designed for military use, may
facilitate automated killing by autonomous weapons or decision support systems. Financial institutions
need to actively monitor and engage with companies in their portfolio to ensure their investments do not
contribute to the development, production, sale or use of autonomous weapon systems and decision
support systems over the use of force. Although some sectors may require more scrutiny, such as the tech
and military sector, we encourage financial institutions to apply a use- and principle-based approach and
not (purely) sector-based. The militarization of Al, where technology can be used for civil and/or military
purposes, implies that the screening and engagement process is not a “tick the box process’, but one that
requires active monitoring, continuous screening and follow up with companies. Companies must make
clear that they have policies to ensure their products do not contribute to autonomous weapons or
automated systems for the use of force. The screening of portfolio by financial institutions should lead to
engagement with companies at risk to align the portfolio with the investment policy of the financial
institutions. If engagement with the company does not lead to alignment of principles and practice within
a clearly indicated period of time, divestment is a logical choice and aligned with the UNGPs’
recommendations.

Screening cycle (ongoing)

Draft and publish
policy

$

Screen portfolio

Set engagement

Align investment goals and
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2.4 Implement the policy; When to engage

There are several key aspects to a company’s operations that should warrant engagement with the
company, such as:

e Does the company develop or produce goods, or components therefore, relevant to autonomous
weapons or decision support systems20?,

e Does the company work with contracts for arms companies or military (research) agencies?

o Has the company publicly disclosed contracts or revenue from AWS or DDS-related programs?

e Hasthe company been named in relevant media, academic or civil society reports or
(supra)governmental inquiries?

While working with military companies or organizations is not necessarily problematic, the weaponization
of Al and related technologies is likely to eventually take place in defence companies and organizations.
Links with such companies and organizations increase the risk of involvement of the company in the
development of autonomous weapons or decision support systems. If one of the above questions is
answered with a yes, a financial institution should engage with the company and encourage the company
to align itself with the policy of the financial institution within a set period, leading to a decision to divest
if no change occurs.

In the spotlight: arms companies

Many arms companies are involved in the development and integration of advanced sensors and
artificial intelligence into their products, including increasingly autonomous weapon systems.

Generally, the arms sector should already be subjected to heightened due diligence by financial
institutions due to the inherently heightened human rights, IHL and criminal law risks. Because the
arms industry plays a crucial role in the militarization of tech, financial institutions should specifically
engage with arms companies on the issue of autonomous weapons and decision support systems and
align their portfolios with their policy on AWS.

2.5 Implement the policy; How to engage
Engagement with both tech companies and arms producers could have the following engagement goals:

e The company establishes a clear policy ensuring it will not contribute to the development or
production of AWS without meaningful human control, and automated systems for the use of
force such as DSS, including implementation measures such as:

o Ensure each new project and its potential uses and implications are assessed by an
independent (ethics) commission.

20 Relevant companies include, but are not limited to: defence companies, companies involved in sensors, computational techniques,
actuators and effectors, related hardware such as chips and semiconductors, communication technology used between parts of the
weapon system, when the end product is known or likely to include autonomous weapons or dehumanizing decision support systems



o Add a clause in contracts, especially in collaborations with ministries of defence and
defence companies, that the technology developed may not be used in or contribute to
the development of AWS and automated systems for the use of force such as DSS.2!

e Make the company’s position on AWS automated systems for the use of force, such as DSS,
publicly available, preferably on the company’s website.
e Inform employees about the issue and related concerns.

To signal its concerns to a company and gather more information about a company’s activities and plans,
the following questions can be part of the engagement process?2:

e |sthe company aware of the legal, ethical, human rights concerns around AWS and automated
systems for the use of force such as DSS?

If the company is not or not sufficiently aware of the concerns around autonomous weapon systems, the
financial institutions have a responsibility to signal their concerns to the company.

e What is the company’s position on AWS automated systems for the use of force such as DSS?

It is important for companies to clarify their position on this. Encouraging companies to adopt official
positions fosters the discussion in their sector.

e How does the company ensure it will not contribute to the development or production of
autonomous weapon systems?

The company should have or should put in place formal policies to ensure this.

e  Which internal policies (including implementation) are in place to ensure the company is not
involved in the development of autonomous weapon systems?

Contact

Roos Boer at boer@paxforpeace.nl or Frank Slijper at slijper@paxforpeace.nl.
About PAX

PAX works on disarmament to prevent the unacceptable humanitarian harm caused by certain weapons,
including killer robots. PAX focusses on the while chain of armed conflict from the development of new weapons,
to investments in the producers, the arms trade and use in armed conflict. PAX is a founding steering committee
member of the Campaign to Stop Killer Robots. Formed in October 2012, the Campaign to Stop Killer Robots is a
coalition of non-governmental organizations that seeks to preserve humanity and save lives through the adoption
of a new international treaty to prohibit and regulate autonomous weapons systems. We support the development
of legal and other norms that ensure meaningful human control in the use of force, counter digital
dehumanisation, and reduce automated harm.is working to ban fully autonomous weapons and thereby retain
meaningful human control over the use of force.

www.paxforpeace.nl

21 \ore specifically the facilitating of the autonomous selection and attack of individual target objects without meaningful human control.

22 5ee also: https://www.stopkillerrobots.org/wp-content/uploads/2025/09/0578 EticaSgr Report SKR.InterniENG.2025-09-09 B.pdf
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